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Abstract— The ever growing needs of securing sensitive data
in the presence of attackers and intruders has always been an
existing issue of concern. Bio-cryptography is a new and
embryonic field that combines cryptography with biometrics.
The use of biometric traits in cryptography is a novel and
promising area of research. The creation of a stable
encryption key is one of the key challenges of bio-
cryptography. A new cryptographic key generation method
using dual finger vein images is proposed in this paper. This
new approach not only simplifies the key generation process
but also reduces the complexity involved in a traditional
cryptosystem. Finger vein is a hidden biometric trait that
resides underneath the skin surface which is invisible to the
naked eye. The desirable characteristics of finger vein such as
universality, distinctiveness, permanence and acceptability
makes it a suitable biometric for the key generation process.
Cryptographic key generated from the biometric template of
an individual can be used as a personal key to encrypt and
decrypt the information for secure transmission.
Cryptographic keys of different sizes can be generated using
this method with minimal amount of time complexity and
space complexity. These keys can be used in many real time
applications for secure data transmission.
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I. INTRODUCTION

In recent days providing security to information has
become more essential to safeguard the data from
unintended users and intruders. Cryptography plays an
essential role in providing security to the information being
transmitted with the help of cipher keys. The process of
encryption and decryption of data is done with the help of
cipher keys which poses some problems [1]. Simple keys
are very easy to remember as well as easy to crack.
Complex keys are lengthy and are eventually difficult to
crack as well. But such keys have to be stored in a secure
place as they are difficult to remember and can easily be
lost, stolen or illegally shared to unauthorized personnel
and hence they are weak at providing non-repudiation. A
better way to solve this problem would be to combine
cryptography with biometrics known as bio-cryptography.
A Biometric Cryptosystem can be either a key generation
system or a key binding system that combines a high level
of security provided by cryptography and non-repudiation
provided by biometrics. A key generation system is one that
produces stable cryptographic key using biometric features
[2, 3]. Key binding system is one that binds a randomly
generated cryptographic key to the biometric template [4,
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5]. The notable problem of Bio-cryptography would be to
generate a random cryptographic key with sufficient length
and entropy [6].

Biometrics is the science of establishing the identity of
an individual based on physical or behavioral
characteristics of a human being [7]. Biometrics enhances
the security of the entire system in which it is being
implemented as they are distinct in nature [8] and offers
non-repudiation [9]. The system could be either an
authentication system or a crypto biometric system.
Recently, biometric authentication is widely used for
security purposes, as it is more secure and convenient to
use. A biometric authentication system is an automated
method of identifying or verifying an individual based on a
physiological or behavioral trait [10]. Physiological traits
such as fingerprint, iris, hand vein, retina, finger texture,
finger vein, or the DNA refers to something an individual
is. Behavioral traits such as gait, typing, speech, signature
writing characteristics and keystroke dynamics are the ones
that an individual can do. Of all the existing biometric
traits, finger vein is an efficient and new physiological
biometric trait which is being used in emerging biometric
authentication systems [11, 12]. The seven factors such as
universality, permanence, measurability, uniqueness,
performance, acceptability and circumvention determines
the suitability of a biometric trait to be used in a biometric
based application [13]. Experiments indicate that equal
error rate(ERR) of Miura “Repeated Line Tracking “ finger
vein method is 0.145% whereas the ERR of fingerprint
based systems ranges from 0.2% to 4% which indicates that
finger vein based recognition is much more efficient [14].

Riley et al. study [15] indicates that vein technology is
very much suitable even to the elderly people in
comparison to fingerprint biometric. Fingerprint has many
disadvantages that includes susceptibility to the
environmental conditions such as dust, temperature, ageing,
fluctuation etc., lower image quality, can be easily forged,
enrolment and scanning process is more difficult. The main
objective of this paper is to generate a cryptographic key
using dual finger vein patterns of an individual.

The rest of the paper is organized as follows. Finger
Vein biometric characteristics are discussed in Section II.
The survey of existing methods for feature level fusion and
cryptographic key generation is provided in Section III. The
proposed methodology for the generation of cryptographic
key is presented in Section IV. Conclusion of the paper is
given in Section V.
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II. FINGER VEIN CHARACTERISTICS

A. Uniqueness: Each individual possesses a unique finger-
vein pattern, even identical twins have distinct finger-
vein patterns and these vein patterns help us to
recognize individuals distinctly.

B. Universality: Finger vein pattern is inherent, unique and
natural, and can be captured from any living human
being using a finger vein scanner.

C. Permanence: The vein pattern remains stable over a
long period of time without deterioration and cannot be
changed even by a surgical operation.

D. Acceptability: It is widely accepted as the size of the
capturing device is relatively small and the recognition
accuracy is also high in comparison with other
biometric authentication systems.

E. Convenience: The finger vein image acquisition
process is simple and user-friendly as the images can be
captured using contact-less sensors thereby ensuring
convenience to the user.

F. Liveness Detection: As the finger vein is acquired from
a living subject, it doesn’t require additional
computational effort.

G. Difficult to Forge: As vein patterns reside beneath the
skin surface, they are difficult to be observed with the
naked eye, forged or damaged.

III. LITERATURE SURVEY

A number of cryptographic algorithms are at present
available to secure information, but all of these algorithms
are essentially dependent on the security of the encryption
or decryption key. A variety of biometric based techniques
can be used for generating and also securing the keys and
documents.

The first method uses stored template matching to
unlock a cipher key storage. On the successful
authentication of the user, the key gets released but the
drawback would be using an insecure storage media for
cipher key storage [16].

The second method uses the enrolment template itself to
hide the cipher key using a bit-replacement algorithm. If the
user is successfully authenticated, the key bits are extracted
using this algorithm and the key is released [17].

Another method uses the biometric data derived directly
from a biometric image to generate the cryptographic key
[18].Biometric data acquired in general is of low quality
since it depends on the person’s physiological or
behavioural characteristics and many external factors such
as environment, sensor quality etc. Hence the biometric
images are noisy and only an approximate comparison is
possible with the stored template.

The core of bio-cryptography lies in the generation of
cryptographic keys from the uncertain biometrics. Below
discussed are a few works that describe different methods
to generate the cryptographic key from biometric data.

Ushmaev et al. [19] proposed a topological fingerprint
minutiae point neighbourhood descriptors based approach
that has the following advantages. Topological descriptors
are very stable minutiae that are independent of finger
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image noise and elastic deformations that allow varying
length of keys and decryption rates.

Hu et al. [20] investigated the effect on the generated
keys when an original fingerprint image is rotated. Analysis
indicates that information integrity of the original
fingerprint image can be significantly compromised by
image rotation transformation process. It was discovered
that the quantization and interpolation process can change
the fingerprint features to a greater extent without affecting
the original image.

Costanzo [21] proposed an approach that eliminates the
need for template storage and demonstrates how a
cryptographic key can be constructed through the use of
biometric feature and parametric aggregation along with
certain mathematical combinatorial and permutation
constructs.

Zheng et al. [22] proposed a method for cryptographic
key generation from biometric data using a lattice mapping
based fuzzy commitment method. This method not only
generates high entropy keys, but also conceals the original
biometric data such that it is highly impossible to recover
the stored biometric data even when the stored information
is exposed to an attacker or an unauthorized user.

Wu et al [23] proposed a novel biometric cryptosystem
based on the most accurate biometric feature - iris. In this
method, a 256-dimension textural feature vector is extracted
from the pre-processed iris image by using a set of 2-D
Gabor filters. Later a modified fuzzy vault algorithm is used
to encrypt and decrypt the data.

A.Jagadeesan et al. [24] proposed the feature level
fusion of fingerprint and iris for cryptographic key
generation. Fingerprint and iris image are initially subjected
to preprocessing and then the feature vectors are generated
for both the fingerprint and iris images. Then both the
feature vectors are fused at the feature level to generate the
cryptographic key.

IV.PROPOSED METHODOLOGY FOR CRYPTOGRAPHIC
KEY GENERATION
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Fig.1 Methodology for Cryptographic Key Generation
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Cryptographic Key Generation consists of the below

mentioned steps.

A. Two finger vein images are taken as input from a
benchmark database.

B. The dual vein images are subjected to pre-processing to
enhance the image quality.

C. The features are then extracted and fused at the feature
level to create a merged template.

D. Cryptographic key is generated using the features from
the merged feature vector.

B. PREPROCESSING OF FINGER VEIN

Preprocessing of finger vein includes various steps such
as region of interest (ROI) extraction, normalizing it interns
of size and intensity, noise removal and image contrast
enhancement. The preprocessing phase plays an essential
role in the subsequent extraction of the vein pattern from
the finger vein image.

1) Region of Interest extraction: Firstly, the input vein
image is converted to a gray-scale image. Then the required
region of the finger is extracted from the vein image
eliminating the unwanted regions. ROI image is then
resized so that the computational time decreases for
subsequent processing.

2) Denoising and Background removal: To remove
unwanted noise from the input vein image, Gaussian filter
is used to smooth the ROI image. A Gaussian filter is a low
pass spatial filter used to reduce high frequency image

X" +y
components and is represented as G(X, Yy;o) = Ke 2"
where o denotes the Gaussian kernel width and K= 3

2ro

is the normalization constant. Let us assume that I (X, y)
denotes the ROI image, F, (x,y) denotes the Gaussian

filtered image of 1(X, y), we can get
F.(6y)=G(xy;0)* (X ) (1)

where * is the two-dimensional convolution operation.

The background of the vein image is removed using
Otsu’s segmentation algorithm [25]. In order to classify the
pixels into two classes: Cl, the finger vein pixels and C2,
the background pixels, the Gaussian filtered image has to be

thresholded. Let F, (x, y) denote the Gaussian filtered
image with background pixels removed, we can express the
finger vein segmentation as

Fo(X.Y), ifFG(x, y)2u;
Fr (X’ y) = {O, otherwise. @

where u = [O,ESS]the threshold value that maximizes the

Otsu’s cost function for the separation of vein and
background pixels.

3) Image Contrast enhancement: The vein image has to
be enhanced in order to extract the vein pattern efficiently.
A guided filter [26] is an edge preserving smoothing
operator which is used to enhance the vein network. A
Gabor filter [27] is an excellent band pass filter to remove
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noise along with preservation of ridges. Hence, a
combination of guided filtering followed by multichannel
Gabor filtering [28] is used to enhance the vein pattern.

4) Image Segmentation and Thinning: After the image
enhancement process, the filtered finger vein image has two
kinds of pixels (finger vein and non-finger vein).Then the
image is subjected to generic global segmentation which
produces a binary image. Then morphological opening
operations are performed on the segmented image to reduce
the segmentation noise. Then a thinning algorithm is
applied on the binarized vein pattern image that helps in
proper extraction of the vein pattern [29].

IR

Fig.2: (a) Raw Finger vein image. (b) Preprocessed image.
(¢) Guided filtered image. (d)Multichannel Gabor filtered
image.(e)Segmented  image. (f)Post  morphological
operations. (g)Thinned image.

C. FEATURE EXTRACTION

Feature extraction is a kind of dimensionality reduction
mechanism that represents the required parts of an image as
a compact feature vector. The intersection points of vein
pattern in the thinned image are considered as the basis for
minutiae extraction. To locate the intersection points in the
vein pattern, 8 neighborhood connectivity is used. The
thinned image after preprocessing is taken as the input and
a simple procedure is applied in order to trace these
locations. Assuming a pixel neighborhood shown in Fig. 3,
a vein pixel P is considered an intersection point if it has 3
pixels as vein neighbors Ny, it means three white pixels. To
determine that a pixel is a real intersection point, Ny, pixels
must not be adjacent between them as illustrated in Fig. 3.
A false intersection point is depicted in Fig. 3(b) and Fig.
3(c) depicts a real intersection point. All the real
intersection points are extracted and a feature vector is
created based on the extracted minutiae.

Ng | Ny | N,

N, | P |N;

Ng | Ns | Ny
(a)Neighbourhood (b) Not a real (c)Real
Connectivity intersection point  intersection point

Fig.3: Intersection Point Localization. N; N, . Ngare the
neighborhood pixels of the intersection candidate pixel P.
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D. CRYPTOGRAPHIC KEY GENERATION USING FEATURE
LEVEL FUSION

The feature vectors generated from the two finger vein
images are fused at the feature level to generate a new
merged feature vector. Then the cryptographic key is
generated from the merged feature vector. The strength of
cryptography can be measured based on the stability of
cryptographic keys generated from uncertain biometrics.
The message being transmitted is being encrypted and
decrypted using the generated dual finger vein
cryptographic key. The process of encryption and
decryption is as discussed below.

1) Encryption: Encryption is a process of converting
the original plain text message into cipher text in order to
protect the information from various kinds of attacks. The
finger vein true minutiae are stored as finger vein feature
template in the database in the form of minutiae positions as
x and y coordinate positions.

—
S

Finger Vein Feature
Template

\ﬁ;_/

e A

Distance Calculation

4 % )
Storing of Unique
Minutiae Sets
. J

Minutiae Sets Sorting

N
Minutiae Sets Shifting
( ¢ )\
Merge Unique Minutiae
Sets
. % J
Cryptographic Key
Generation

Fig.2 Steps involved in Cryptographic Key Generation

Figure 2 describes the below steps for cryptographic key
generation for secured communication. Let us consider two
finger vein images of the same individual for cryptographic
key generation. The feature vectors generated for both the
finger vein images FV, and FV}, are represented as
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FV, = {FV}, FV, FV3, ..., FVp, | and

FVy = {FV], FV), FV3, ..., FVp |
where FVl,FVZ,FV3, ..... , FVm and FVl,FVz,FV3, ..... N
represents the finger vein minutiae points with x and y co-
ordinate values.

The distance D between two minutiac points FV; and

FV, is computed using the below equation as suggested by
Karthik Nandakumar et al [30].

D(FVj, FVj) = \/(ui -uj)2+(vi -vj)2

)

where (U;,V;), (UjVj) are co-ordinates of points P; and P;

respectively. The distance value between the minutiae
points is calculated and unique minutiae values are stored in
two different arrays for both the finger vein images.

,Dp] and DV2 =[D1,D2,...

the arrays used to represent the distance between the
minutiae for both the finger vein images. Sorting the values
of the first array in ascending order and the second array in
descending order we get the respective arrays as

DV) =[Dy, D2, ... ’Dn] are

Asc [ DV1]=[AscDy, AscDy, AscD3, ..., AscDp, ] and

Desc [ DVZ] =[ DescD DescD,, ..., Desch]

1, Desch, 3

Performing right shift by one bit on Asc [DV]] gives
RS [DV]=[RSDj, RSD7, RSD3, ..., RSDy,]
Desc [DVo] to the left by one bit generates the
matrix LS [DV,]=[LSD|,LSDy,LSD3,...,LSD,] . This
eventually increases the complexity to retrieve the key and

also enhances the user security. Then, these two matrices
are sorted and merged to generate a new fused matrix as

FusedDy =RS [DV,] ULS [ DV, ]

The matrix FusedDy, is wused for generating
cryptographic key which can be used to transfer
information in a more secure manner. Lastly, the 256-bit
cryptographic key generated from the proposed approach is
depicted in the below figure.

and shifting

11110001111111111110001111111011111110110111111111111
11001111110111111111110011111111111111100111001101111
01111111101111111011111111101111111111100111111111111
11111111111101111011111011111111011111001111101111111
00111111100111111001000111111011111110111111

2) Decryption: The process of converting the cipher text
back to its original form is known as Decryption. The key
values used to encrypt the message should be
communicated to the receiver in order to decrypt the
encrypted message.
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V. CONCLUSION

In this paper we have proposed a method for generating a
user-specific cryptographic key using two finger vein
images of the same individual. Both the vein images are
subjected to preprocessing and then the features are
extracted. Lastly, the feature vectors of both the vein
images are fused at the feature level to create a 256 bit
length cryptographic key. This key can be used in the
subsequent process of encryption and decryption for secure
transmission of information. The future scope would be to
create a crypto-biometric system that involves finger vein
authentication for user identification and wusing the
generated cryptographic key for encrypting and decrypting
the information for invulnerable communication in the
context of network security.
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